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PRODUCT OVERVIEW

KEY POINTS

Out-of-the-box device integration and
custom connectivity for proprietary devices.
N-tier architecture with multiple forms

of redundancy to guarantee 24x7 availability
without compromising performance.
Operations reporting for performance
measurement.

Event normalization, aggregation, and
comprehensive correlation to rationalize
massive volumes of security events, speed
identification, and eliminate false positives.
Real-time monitoring and alerting
including a fully customizable dashboard
environment with multiple views to aid
identification.

Advanced data visualization with
integrated reporting and analytics for
complete forensic analysis.

Integrated knowledge base for unified
access to the latest vulnerability informa-
tion—including detailed remediation steps.
Out-of-the-box remediation workflow based
on an industry standards model to ensure
that threats are effectively eliminated.
Policy integration and reporting
supporting Cisco’s NAC initiative and
major regulatory compliance initiatives.
Key vulnerability management
capabilities including scanner integration
and vulnerability reporting.

nFX™ Open Security Platform:
Optimizing Security Operations

The nEX™ Open Security Platform (nFX OSP), netForensics’ flagship Security Information
Management (SIM) solution, is the industry’s only solution built on a standards-based method-
ology to optimize security operations.

nFX OSP empowers the security organizaton with the agility required to meet the information
security challenges facing today’s enterprise by:
e Creating an auditable security infrastructure to demonstrate compliance with key
regulatory statutes.
e Preventing catastrophic loss by protecting critical assets and identifying attacks quickly.
e Enabling analysts to conduct historical or “forensic” analysis when an attack
occurs to determine the full extent and source of an attack.
e Reducing the risk baseline.
e Increasing the value of existing information security investments
e Improving the effectiveness of security personnel by increasing the efficiency of
limited human resources and closing knowledge gaps.
e Measuring security operations performance against key metrics.

nFX OSP sets the standard for enterprise Security Information Management by providing cus-
tomers with a completely integrated solution that meets the security team’s requirements for
real-time monitoring and historical analysis of security information. nFX OSP is the only SIM
solution built on a robust enterprise class architecture that can scale to deliver 24x7 SIM across
a complex, distributed, and heterogeneous enterprise. The nEX OSP architecture forms a back-
bone to guarantee users reliable access to rich SIM functionality including event normalization,
comprehensive correlation, real-time notification, dynamic threat visualization, reporting and ana-
Iytics, embedded security knowledge, incident resolution management, policy compliance, and
vulnerability management. The end result is a flexible security infrastructure that helps the
security organization prepare to combat, identify, and respond to threats to mitigate risk and
continuously reduce time to remediation.
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nFX Open Security Platform
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Architecture and Integration:

While the advanced functionality and usability of a SIM solution can transform the way a
security organization works, it must be built on a scalable architecture for customers to
realize its full value. The nFX Open Security Platform is built on the industry’s most robust
architecture to meet the performance demands of a mission critical infrastructure applica-
tion running across multiple sites. This gives management the confidence it needs to know
that the security operations center is up and running and protecting the enterprise, and that
the data needed to comply with an audit remain available and uncompromised. The nFX
OSP architecture includes the following capabilities:

DEVICE INTEGRATION—The nFX OSP integrates natively with hundreds of network and
security devices and applications including Intrusion Detection Systems, Firewalls,
Operating Systems, and Anti-Virus Systems. The nFX Open security platform connects to
most devices out of the box, and most importantly—these connections don'’t require
installation on the actual devices themselves, and can be administered centrally. In rare
instances when a device isn’t natively supported, nEX OSP allows users to create custom
connections via an easy-to-use APL

N-TIER ARCHITECTURE—The nFX OSP architecture is fully federated for high perform-
ance and scalability across any network, regardless of how many locations are involved in
an implementation. This ensures that there is no single point of failure, and that the appli-
cation can be efficiently distributed to optimize performance based on users and event
volume; the multi-tier architecture also allows organizations to minimize hardware require-
ments and easily expand the SIM infrastructure as business requirements change without
performance degradation.
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FAULT TOLERANCE AND LOAD SHARING—Multiple forms of failover guarantee that the nFX
Open Security Platform will be up and running regardless of how large or small the enterprise
infrastructure is. Customers can create redundancy at every level of the SIM architecture with-
in one site or across a distributed installation. nFX OSP provides agent collector to engine,
engine to engine, and database to database failover to create redundancy across a distributed
SIM implementation. This provides an important alternative to SIM solutions that rely on a
single point of failure, and ensures that operators have continuous access to real ime and his-
torical security information. These multiple redundancy options make it easier and more cost
effective for security organizations to deploy a back up SOC that is based on actual business
requirements. For example, if an organization has the network resources to create redundan-
cy at the event level for compliance purposes, they can. Or if they just need to replace
correlated data in the event of an outage, nFX OSP supports this level of redundancy as well.

SELF HEALING ADMINISTRATION—nEX OSP is the only SIM solution available today with a
built in health module to continuously monitor the implementation and report on problems
when they occur. The product can automatically make certain modifications to improve per-
formance. nFX OSP also integrates with HP OpenView™ to connect SIM to the network
systems management infrastructure.

FULLY AUDITABLE DATABASE—The nFX Open Security Platform uses a robust, yet flexible
data architecture to maintain the integrity of data over time to support compliance, audit,
and operational reporting requirements. Customers have multiple options for distributing
and archiving stored data. The open data architecture also allows nFX OSP data to be easily
leveraged by other applications.
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The nFX Open Security Platform pro-
vides a multi-state rules correlation
engine that allows a rule to run long
enough to meet multiple conditions
before an alert is issued, reducing the
number of false positives.

Normalization, Correlation, and Real-Time Notification
The nFX Open Security Platform improves the efficiency and responsiveness of the security
organization by aggregating and normalizing large volumes of diverse security events, auto-
matically correlating them against threat and asset value to separate real threats from false
positives, and presenting analysts with a prioritized list of events. nFX OSP also supports
real-time notification of key staff when a high risk threat is identified. nFX OSP contains the
following functionality for normalization, correlation and real-time notification:

EVENT AGGREGATION & NORMALIZATION—nFX OSP automatically aggregates events
from thousands of disparate sources into a single data format, and then normalizes them
into a manageable number of 100 event types across 9 categories. This makes it possible to
automatically identify events using correlation, generate reports, and perform analysis from
a meaningful data set.

COMPREHENSIVE CORRELATION— netForensics is the only Security Information
Management vendor to integrate statistical, rules based, and vulnerability correlation to
speed threat identification and reducing risk by providing a true picture of risk based on
business impact. By combining all three types of correlation with asset valuation,
netForensics provides security analysts with a true risk profile for each event, while reduc-
ing the organization’s total risk exposure over time.
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e nFX OSP applies statistical algorithms out-of-the-box to automatically determine
incident severity and then assigns a threat score based on asset value. This
statistical correlation analyzes network behavior and identifies threat based on the
presence and severity of anomalous event patterns. In addition to giving security
analysts a way to identify threats without any configuration, nFX OSP data can be
used to measure effectiveness by determining whether the number of attack
patterns against high value assets has decreased over time.
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e nFX OSP rules-based correlation allows users to apply conditional logic to
identify likely attack scenarios by observing a specific series of events within a
specified amount of time. The nFX Open Security Platform is the only SIM
solution that lets security personnel deploy and modify pre-existing event
correlation rules or develop custom rules with multiple states to improve threat
identification and reduce false positives.

e nFX OSP combines support for long-running rules with an intuitive rules
development GUI to make it easy for users to define, modify, and deploy robust rules.

e nFX OSP correlates IDS data with multiple sources of vulnerability data—
including data from vulnerability management scanners and a database of known
vulnerabilities—and assigns a confidence level to those events which are not
readily determined to be false positives or false alarms. That data is then
correlated against asset threat data and a risk score is assigned to each asset,
allowing security operators to see the business impact of specific events. Security
operators can then assess in real-time whether action should be taken based on the
likelihood that an event could take advantage of vulnerability in a particular
asset, the asset’s susceptibility to that vulnerability, and the asset’s value.

e Unlike other SIM products, the nFX Open Security Platform is the only solution on the
market that supports vulnerability correlation without writing rules. This means that
security teams can immediately reap the benefits of vulnerability correlation, and don’t
have to lose time writing and maintaining rules to get the most valuable method of
identifying attacks in place.

REAL-TIME EVENT NOTIFICATION—When a high priority threat is identified by the system,
analysts receive notification by their preferred method—email, pager, fax, etc. Reports can
also be scheduled to run on a set basis. This is especially important for organizations that
can’t fully fund a 24x7 security operations center.

Embedded Security Knowledge

nFX OSP provides analysts with instant access to the netForensics knowledge base, elimi-
nating the need to perform hours of research from a variety of external sources on
vulnerabilities and threats. The knowledge base is integrated with all of the functional areas
of the nFX Open Security Platform to ensure that vulnerability information, compliance
guidelines, and remediation procedures are never more than a click away.

INTEGRATED KNOWLEDGE BASE—

e  The knowledge base contains information on a range of issues, including newly
discovered vulnerabilities, malware, and vendor-specific vulnerability data directly
from the nFX Open Security Platform.

e netForensics is the only SIM vendor with a dedicated research team that publishes
regular knowledge base advisories to help security teams keep pace with the
burgeoning volume of vulnerability information. These advisories include advice
on how to tune nFX OSP to recognize and react to events when they occur.

e Customers receive dynamic updates directly from the Web to make sure that the
knowledge base is fully updated with the latest information.
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The nFX Open Security Platform contains an
integrated dashboard so analysts and opera-
tors can get immediate access to their key
operational metrics including top source des-
tinations, top alarms, vulnerabilities by host,
and incident cases that are open or closed.

Analytics & Reporting

It’s impossible to manage what can’t be measured, and it’s equally difficult for security person-
nel to take action without information. The nFX Open Security Platform allows users to run a
wide range of reports and then perform detailed ad-hoc analysis to get the answers they need:

FLEXIBLE REPORTING—The nFX Open Security Platform creates a rich reporting environ-
ment that allows security teams to generate reports that incorporate real-time and historical
data to measure security operations performance, compliance, and emerging threats.
Reports are seamlessly integrated with analytics and data visualization views to provide a
comprehensive understanding of an organization’s security picture at any point in time. nFX
OSP provides the following reporting capabilities:

e More than 250 out of the box reports measure everything from performance
against key indicators like time to remediation and risk exposure, to compliance
with regulatory statutes. Tactical reports show case status or threats affecting
different assets.

e Custom report creation gives users tailored report information relevant to their
specific enterprise security processes and procedures.

e Role-based dashboards meet the specific information needs of analysts, operators and
executives out of the box. These fully customizable dashboards support multiple layout
formats, while allowing users to combine real-time and historical views of information.
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The nFX Open Security Platform makes it
easy for executives to measure performance
against key operational metrics, including
time to resolution and compliance with secu-
rity policy as it pertains to regulatory
compliance. In this case, an executive gets
an overall picture of risk exposure based on
business unit.

Eile Edi View Favorites Applications  Heo

JHR HO@sasaneh
a “Options | Views [“wpur |
On: Wed, %ep 29,2004 Frome D3/D1/Z004 00.0000 To: 10/01/2004 00.00.00 EST Rows Processed: 12 Page: 1
| [ Table | B chan | | anshveer [ @ GeoMap | @ Unk Wap |
‘: etFer ks & Baters Wit Legend 2] Shm om 200 up @
va —
8 Tree Order
Exposure Dusimess Unit
Toeul Vuinerabinies lasset Grove
lagsen
' anoeess
Corparate fican Dare
Shipping
(]
]
Onder Pracessing
pr—
) o=—=[0]
sopy |
Fropenies
o
® 9000 Fauw ¥ ll.u.o?

POWERFUL ANALYTICS WITH INTEGRATED CHARTING—nEX OSP contains powerful next
generation analytics that allow users to slice and dice security data using multiple dimen-
sions of data in a familiar pivot table format:

e Data mining functionality helps security personnel to analyze events based on
specific criteria to identify anomalous incidents. As a result, security analysts can
pinpoint raw event details that were previously undetectable in a console style view.

e Drillable charts present the results in an intuitive format while allowing further analysis.

*  Analysts gain detailed views of specific actions over any given time period.

Advanced Threat Visualization

netForensics nFX Open Security Platform is the first SIM solution that allows companies to use
visual tools on top of tabular reports and sophisticated analytics to assimilate information faster,
differentiate false positives from real threats, understand the exact nature and scope of a threat,
and make sure that vulnerabilities are mitigated before a threat can proliferate. The nFX Open
Security Platform delivers a comprehensive range of visual tools to help security practitioners
rationalize the large number of security events created in today’s business climate:

EXPERT ASSISTANT—Guides users through the different views to quickly get the informa-
tion they need to identify and analyze threats based on attack type.

THE LINK MAP—Allows analysts to visualize relationships among different assets under
attack to identify the target, type and method of attack. Analysts can immediately see the
course of an attack in real-time as it propagates across a network. Playback controls let users
recreate the attack so they can determine the full extent of vulnerabilities and anticipate
where an attack is heading. Analysts can then drill down on a specific asset at any time to
get more specific information.
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netForensics Open Security Platform
provides users with multiple views of
information that are tightly integrated
with reporting and analytics to intuitively
pinpoint threats.
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GEO MAP—Allows analysts and operators to track events by country and city, flag
suspicious traffic from specific countries, and pinpoint suspicious sources down to
a specific longitude and latitude.

INTERACTIVE CHARTS—Give users more visual references that are easy to understand. Users
have a wide range of custom charting options to help identify threats and present summary
views of data to management. Charts are fully drillable, creating links for further exploration.

THE DEVICE STATUS VIEW—Creates real-time visibility into the status of devices across the
network, making device count charts easier to view and analyze. The device status view
also enables centralized configuration of devices.

INTEGRATED RESOLUTION MANAGEMENT—Users can attach specific Link Map, Geo Map
and Chart Views to incident cases so different members of the security team can replicate the
threat identification process throughout the remediation lifecycle.




&

e Edn Yiew Fpories dophowions  Help
IHHl@sar o v 08 3 ohal
Consoke | Cran | FeaTimwTrends | GeoMap | UrkMao | Famer Eanor |
BT 6130300 (=]
Caegory
AIT216120032
o i
‘64.131 159.133 e o o
* e A | » e
-
;I'ﬂ.lﬁ 120,100 :
The Link Map allows analysts to identify a
. Py Vioations 20746 110.21
threat source as well as all potentially - ;_covmepemaie AT 16 120 100 D hissa aragy WO o Servce i
infected machines.
|90*f)a.151.77 :
17?.125075 |
Connection information
" s 10z Useastinki [ 7]
|
AT 610200 [ aooh
Stoppad Since 1 OB/ 072004 16:30:47
CEI = BBmens

Incident Resolution Management

netForensics’ nFX Open Security Platform delivers all of the data and procedural information
necessary to resolve even the most complex security incidents. nFX OSP’s incident resolu-
tion management capabilities focus on gathering and organizing security event data into a
logical form and then enforcing a proper security response workflow in order to facilitate a
fast and effective response to security incidents.

The nFX Open Security Platform features one of the most advanced security incident reso-
lution management solutions available today, offering a complete range of features to handle
even the most complex security incident management needs. The following are some of the
key incident management features and benefits of the nFX Open Security Platform:

INTUITIVE AND EASY TO USE GRAPHICAL USER INTERFACE—nEFX OSP uses a powerful, yet
easy to use graphical user interface (GUI). From the GUI, operators and analysts can easily
open, edit, and close security incidents. Using the intuitive interface, users are guided through
the steps necessary to create and resolve virtually any security incident. nEX OSP allows ana-
lysts to open cases based on the observed real-time events, historical events revealed by
forensics reports, or other incident indicators in use within a customer’s enterprise.

BUILT-IN WORKFLOW—nEX Open Security Platform integrates the SANS* Institute six-step
incident response process. By utilizing this flexible, comprehensive, and customizable work-
flow, users are assured that each security incident is handled with a rigorous, defined,
documented, and complete process that is targeted specifically at security incidents.
Additionally, nFX OSP offers pre-configured incident templates and site-customizable inci-
dent resolution management procedures, which simplify the incident resolution
management process. This allows organizations to tailor the out-of-the-box workflow to
address the unique process requirements as defined in their incident resolution plan.

*For more information about SANS Institute best practices, please visit www.sans.org.
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A comprehensive incident resolution
management workflow is available from

anywhere in the nFX Open Security Platform.

BUILT-IN KNOWLEDGE BASE—An integrated knowledge base offers vendor-specific device
information as well as a complete database of security best practices from sources such as
CERT and CVE, as well as supported device vendors. With an in-depth warehouse of secu-
rity information at their fingertips, operators and analysts command powerful decision
support capabilities that, in turn, make incident response a much easier and more stream-
lined process.

EVIDENCE RETENTION & SECURITY—Virtually any document, image, report, chart or other
relevant data can be attached to an individual incident case. Other files, such as scanned
images, audio interview records and traffic captures may be also added to cases and will be
cryptographically check summed upon insertion to assure the integrity of evidence.
Different authorized users may also add notes and comments to the case to alert others and
to cover additional aspects of the investigation.

ROLE-BASED ACCESS, INCIDENT COLLABORATION, & INCIDENT SECURITY—nFX OSP
cases may be assigned to different system users as well as shared among a group of users. Case
change notification is both flexible and configurable. Granular access controls are applied to
case data and incident management system functionality, so that several analysts may collab-
orate on a case while maintaining important “need to know” authorization structures. This key
feature provides a secure way to store case evidence and apply tight and granular access con-
trols to case data, while still allowing investigators to work together on a case. Additionally, all
actions performed by the system users on the case are recorded in the audit log. Finally, when
the investigation is concluded, the case handler may choose to export the case to other sys-
tems. Final reports include all case data and may be printed or sent by email.
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REPORTING—Robust reporting capabilities include both incident level and executive level
reports. Incident cases can be easily searched by authorized operators and analysts from
within the incident case database. Case reports can be generated on individual cases or
groups of cases. For management and executives, case monitoring and summary reports are
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easily generated. Additionally, nFX OSP can be configured to automatically generate inci-
dent reports to share with company management or third parties.

INTEGRATED THREAT VISUALIZATION—Users can attach specific Link Map, Geo Map and
Chart views to cases so different members of the security team can replicate the threat iden-
tification process throughout the remediation life cycle.

UNIFIED POLICY COMPLIANCE & REMEDIATION—nEFX OSP takes information related to
policy violations and closes the loop by triggering a workflow that allows teams to contain
and remedy any policy violations that represent real network attacks. nFX OSP simultane-
ously ensures that vulnerable systems apply appropriate updates and definitions so the
network can be accessed safely.

REMEDY® INTEGRATION—In addition to providing a security specific workflow as part of
the SIM environment, nFX Open Security Platform’s incident resolution management
process integrates with Remedy® to facilitate communication with other IT groups like net-
work operations that are involved in the remediation process.

Policy Compliance
netForensics is the first SIM vendor to introduce real-time security policy compliance reporting
to ensure that devices and users accessing the network comply with established security policies:

PRE-EMPTIVE POLICY COMPLIANCE—nFX OSP can detect policy violations and then per-
form comprehensive correlation and forensic analysis to determine whether the presence of
multiple policy violations indicates a wider attack. Most importantly, when implemented as
part of an integrated policy compliance directive such as Cisco’s Network Admission Control
(NAC) initiative, this information can be used to deny vulnerable machines access to the net-
work until the appropriate patches and updates have taken place. Finally, violation information
can be attached to an incident case to close the loop. nFX OSP then facilitates a remediation
workflow to bring vulnerable, non-compliant systems up to operational standards.

Vulnerability Management

nFX OSP helps organizations derive more value from their SIM investment by delivering
core vulnerability management functionality to help security teams actively identify asset
weaknesses before they can be exploited, and facilitating remediation procedures:

ADVANCED VULNERABILITY REPORTING —Allows the security organization to demon-
strate progress in eliminating vulnerabilities that relate to key business objectives like policy
compliance. This also aids the development and revision of mitigation and policy compli-
ance strategies. Vulnerability reports can be scheduled for delivery or viewed as part of a
security or executive dashboard.

RISK SCORING—Prioritizes threats based on asset value so analysts can take action on
threats with the most loss potential for the organization first. This is a powerful complement
to vulnerability correlation, and is important for making key vulnerability data valuable.

VULNERABILITY SCANNER INTEGRATION—Incorporates data from vulnerability scanners
to provide an up-to-date picture of vulnerable assets. The nFX Open Security Platform inte-

PAGE 11



PRODUCT OVERVIEW

grates with leading vulnerability scanners including eEye Retina Scanner, Foundstone
Scanner, Harris Stat Scanner Professional Edition, ISS Internet Scanner, andNessus Scanner.

RESOLUTION PROCEDURES—Walk security analysts through the process of fixing specific
vulnerabilities so no steps are missed. A library of procedures is available from the knowl-
edge base, so analysts and operators have specific mitigation information for vulnerabilities
at their fingertips throughout the incident resolution process.

DYNAMIC KNOWLEDGE BASE—Contains updated security information on known vulner-
abilities, including a database of known vulnerabilities that can be correlated against scanner
data, as well as published advisories on new vulnerabilities that are updated monthly. These
advisories not only educate analysts on the vulnerabilities, but show how to best use nFX
OSP to pinpoint the vulnerabilities. Analysts can access the knowledge base from any point
within the nFX Open Security Platform, saving hours of research time and improving
responsiveness.

About netForensics

netForensics is the leading authority in Security Information Management (SIM) with more
than 300 clients—including Global 1000 enterprises and government organizations operating
some of the largest networks in the world. netForensics is the only SIM vendor with an inte-
grated family of enterprise-class products and services that are based on the proven, repeatable
nFX information security methodology. This combination empowers security organizations
to combat threats more efficiently, while connecting the security organization with network
operations, compliance, and risk management. With award-winning technology, netForensics
improves security operations performance by extracting real-time intelligence from point
security products and applications into a single data repository, flagging the most-critical
issues and launching integrated incident resolution and remediation processes.
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